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Web-Based Security Cost Analysis
in Electricity Markets
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Abstract—Security cost analysis is important in electricity
markets to address the correlation between market operation
and power system operation. This paper proposes an efficient
security cost analysis method and describes its implementation
using a three-tier client/server architecture and up-to-date web
technologies. The proposed security cost analysis is based on a
system security index and its sensitivities with respect to certain
system parameters. The web implementation allows easy and
effective access by all market participants to make competitive
decisions based on the security costs and sensitivity information
obtained through the proposed security cost analysis techniques.
The web implementation of the proposed method is successfully
tested on a six-bus system and a 129-bus system.

Index Terms—Client/server, electricity markets, Java, power
system security, transmission congestion, web.

I. INTRODUCTION

I N competitive electricity markets, efficient market opera-
tion must be coordinated with secure system operation. Be-

cause of transmission security constraints, transactions deter-
mined by market forces are feasible only when they are within
the system’s security limits. Thus, transactions in electricity
markets need to be evaluated and analyzed based on system se-
curity to make sure of their operational feasibility.

Transmission congestion happens when the dispatching of
transactions violates system security constraints. Given the
complexity of power transactions, congestion management
and pricing are key issues in the daily operation of electricity
markets. The correct cost information for congestion relief,
which ensures the operational feasibility of transactions, and is
referred to as “security cost” in this paper, can help independent
system operators (ISOs) determine congestion prices, coordi-
nate and manage transactions, and also help market participants
make profitable market decisions and help to maintain system
security by properly responding to the given price signals [1].

Determining the costs associated with system security has
been of great interest in power systems, especially under the
framework of competitive electricity markets [2]–[9]. In these
papers, optimization techniques are extensively used, and the
Lagrange multipliers associated with the given security con-
straints are used to represent security costs. Rather conservative
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limits determined through offline studies on the transmission
system power flows and bus voltage magnitudes are usually used
to represent system security. A series of engineering approaches
not based on optimization techniques to analyze security costs
are reported in [1] and [10]–[14]; these articles concentrate on
accurately representing system security on electricity markets.

Market participants are usually geographically widely dis-
tributed and have different software and hardware platforms. It
becomes a suitable choice to implement security cost analysis in
a web-based platform, so that all market participants can easily
and widely access it through heterogeneous hardware and soft-
ware platforms without any configuration and installation or up-
date operations, to assess their transaction costs for competitive
decision making.

Web-based computing, based on the Internet Protocol, dis-
tributed processing, and web browsers, permits data sharing
and computing over a large range of heterogeneous hardware
and software platforms, thus facilitating systems that are highly
available, expandable, and relatively easy to maintain and
update. However, the efficiency is highly influenced by the
communication network reliability and communication speeds;
fast and reliable networks are needed. Security is also an impor-
tant issue that has to be considered for web-based applications.

Web-based applications have been proposed for a variety of
uses in electricity markets [15]–[20]; most of these implementa-
tions use web techniques for information access and exchange.
Using web-based computing to implement electricity market
decision support systems is still a challenge [1], [17], [19], [21].
Reference [22] presents the congestion management in a bilat-
eral market using Java, based on the dc load flow model. In [23]
and [24], the authors introduce market simulators implemented
using Java, with the difference that JNI is used in [23] to access
the load flow calculation from MATLAB, while Tcl is used in
[24] for the communication between Java applets and market
clearing price application written in MATLAB. A web-based
load flow simulation using combined J2EE-CORBA environ-
ment is presented in [25], based on multi-tier architecture, and
CORBA is used as the bridge for Java platform to access legacy
load flow analysis routine.

Compared to the existing research works in this area, this
paper proposes a novel three-tier client/server design of a web-
based security cost analysis system. The efficient and trans-
parent security cost analysis is implemented based on a system
security index (SSI) and associated sensitivities with respect to
power transactions. A prototype implementation of the design
is discussed in detail as well.

The paper is structured as follows: The SSI and its sensitivi-
ties are defined in Section II. A rescheduling method and asso-
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ciated security cost analysis are proposed and described in Sec-
tion III. In Section IV, the web-based architecture design and
prototype implementation of the security cost analysis are dis-
cussed in detail, presenting the results of its application to two
test systems. Finally, Section V summarizes the main contribu-
tions of this paper.

II. SYSTEM SECURITY INDEX AND SENSITIVITY COMPUTATIONS

The security cost analysis proposed in this paper is based
on SSI computations and sensitivity analyzes, which consider
voltage stability constraints as well as thermal and bus voltage
limits.

A. SSI Calculations

A power system can be represented in steady state with the
following set of nonlinear equations:

(1)

where stands for the state and algebraic system vari-
ables, such as bus voltage magnitudes and angles. The scalar

is a loading parameter used to represent the system
loading margin, as the load powers are modeled as

(2)

with representing the power levels of loads that do not di-
rectly bid in the market (e.g., “nondispatchable” loads in the
Ontario market [26]) and, hence, define the initial loading con-
ditions and corresponding to the demand power bids; all
loads are assumed to have constant power factors. In this anal-
ysis, generator powers are modeled as

(3)

where stands for the generator power levels that do not
directly bid in the market (e.g., “must-run” generators in the
Ontario market [26]), and is a variable used to represent a
distributed slack bus. The parameters represent “con-
trollable” market or system parameters, such as the supply and
demand power bids and , respectively. Equation (1) typ-
ically corresponds to a set of “modified” power flow equations,
which basically result from modeling system controls and limits
in greater detail than in the typical power flow equations [27].

The voltage stability limits for the system represented by (1)
are basically associated with saddle-node and limit-induced bi-
furcations (SNBs and LIBs) of the corresponding set of non-
linear equations [27]; at these bifurcation points, the system
collapses. Thermal and voltage limits, on the other hand, can
be treated mathematically, for the purpose of sensitivity ana-
lyzes, in a similar way as limit-induced bifurcations, although
the system does not collapse when these limits are reached.
Hence, the SSI is defined as

(4)

where represents the “critical” (maximum) loading param-
eter at which the system is at a limit condition due to voltage
stability, thermal, or bus voltage constraints for a worst-contin-
gency scenario. This index is defined in this way to try to capture
the main characteristics of transmission congestion.

The SSI may be basically viewed as a “system-wide” avail-
able transmission capability (ATC), i.e., an ATC value not di-
rectly associated with particular transmission corridors, which
is typically how ATC is currently being used in electricity mar-
kets but rather a system ATC for an overall market transaction.

B. Sensitivity Formulas

Since voltage stability constraints as well as thermal and
voltage limits are used to determine the SSI value, one can
also readily determine the sensitivities of the SSI with respect
to various system parameters, especially with respect to the
participants’ bids, i.e.,

(5)

The required sensitivity formulas can be obtained from the use
of basic voltage stability concepts [27].

1) SNBs: SNBs are characterized by a pair of equilibrium
points coalescing and disappearing as the parameter “slowly”
changes. Mathematically, the SNB point is an equilibrium point

with a singular Jacobian and associated
unique right and left “singular” eigenvectors and , respec-
tively, i.e., .

By taking the derivatives of (1), one has at the SNB point that

Hence, from these equations and as proposed in [28], one can
conclude that the sensitivities of SSI with respect to changes in
the parameters at the SNB point can be determined by using

(6)

2) Limits: LIBs are equilibrium points where a system con-
trol limit is reached, which in some cases may lead to a system
collapse characterized by a pair equilibrium points coalescing
and disappearing for slow changes of the parameter . At an
LIB, as opposed to an SNB, the system Jacobian is not singular
at the bifurcation point ; hence, (6) does not directly
apply at this point. Furthermore, sensitivities of system limits
that are not necessarily associated with stability problems but
are rather the result of equipment limitations, such as thermal
limits on transmission lines, cannot be studied using (6) either.

In general, a system reaching any particular limit at an equi-
librium point , such as a bus voltage, thermal, or re-
active power limit, can be characterized by two different sets of
equations, i.e.,

(7)

where the first set corresponds to the “original” system
equations, whereas the second set corresponds to a modi-
fied set of equations where the limit is active. For example, when
a reactive power generator limit is reached at a bus , a gener-
ator voltage control equation, say , may be replaced
by at the limit condition. Hence, taking the
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derivatives of (7) at the equilibrium point where the limit be-
comes active

(8)

(9)

Eliminating from these equations leads to

(10)

where

Observe that the sensitivity formula (10), which can be shown
to be equivalent to a formula proposed in [29], applies to any
limit condition, independent of whether it corresponds to an
LIB or a thermal or voltage limit. Hence, (10) together with (6)
are used to determine the sensitivity of SSI with respect to the
system parameters .

In this paper, all SSI and required sensitivity values are com-
puted based on the results generated by UWPFLOW [30], which
is a continuation power flow program capable of representing
various power system elements using “detailed” steady-state
models.

III. RESCHEDULING TECHNIQUE

The rescheduling technique proposed in this paper con-
siders both generation redispatch and load curtailment, where
rescheduling is used to address the issue of a simple auction
mechanism that yields a market clearing condition that violates
certain security criteria. The costs resulting from dispatching
a participating unit, which might be more expensive than the
market clearing price (MCP), or curtailing loads to solve the
congestion problem are then “distributed” among the different
participants. The idea here is to redispatch units or curtail load
based only on the effect that these have on transmission system
congestion, without too much regard for costs, as at this point,
system security takes precedence over economic considera-
tions, especially in view that, in most markets, bidding results
can be rejected based on security criteria. Observe that by
choosing the units or loads based on this criterion, there will be
minimum impact on the desired transactions.

The proposed rescheduling technique is based on
rescheduling methodologies currently used in various elec-
tricity markets, presenting the following advantages with
respect to the existent techniques.

• Thermal, bus voltage, and voltage stability limits are
all accurately considered in the computation of the SSI,
which is used to represent system security and, thus,
evaluate transmission congestion for a given market
transaction, without relying on power limits on trans-
mission lines computed off line and typically used to
represent stability limits in most electricity markets.

• The necessary rescheduling of generators and/or loads
to solve transmission congestion problems are based
on the impact that each one of the market participants
have on the system security, which is reflected on the

SSI sensitivity value for a given market transaction;
this is typically not the case in existent markets of the
type discussed in this paper (e.g., Ontario [26]).

• The security costs associated with the rescheduling
process are distributed among the market participants
based on the actual impact that each one of them has on
the system security for a given transaction. This is not
typically the case in most markets, as in general, these
rescheduling costs are “socialized” (e.g., in Ontario,
both “constrained-off” and “constrained-on” genera-
tors are paid when rescheduling is needed to solve a
congestion problem, and the cost is then distributed
among market participants based on their power levels
[26]).

The suggested rescheduling technique to address the problem
of market clearing conditions that do not meet the actual SSI re-
quirements is summarized in the flow-diagram shown in Fig. 1.
The depicted methodology is based on a series of linearizations;
however, the SSI does change nonlinearly as the system param-
eters change due to the highly nonlinear behavior of the system.
The latter is the main reason for using an iterative process, rep-
resenting an improvement over typical rescheduling techniques
currently in use. The proposed technique determines the secu-
rity costs for the different market participants as follows.

A. MCP Computation

Using a simple auction mechanism, the MCP and associated
total transaction power level are determined, together with the
load and generator power levels that clear the market, namely,

and for all loads and generators, respectively. The values
of and are used in the determination of the SSI, as these
define the load and generator direction used for the computation
of in UWPFLOW [30].

B. Transaction Impact and Rescheduling

If the SSI requirement is not met, i.e., if the load cannot be
increased up to the bid level due to security con-
straints, the impact of each possible system transaction is deter-
mined using (6) or (10), depending on the limiting factor that
defines the SSI. Thus, the generator with the most positive im-
pact on the SSI that has not been fully dispatched in the bidding
process and the generator dispatched in the market clearing
process with the most negative or least positive impact on the
SSI are chosen for rescheduling. Thus, the corresponding in-
crease and decrease in generation is defined as

where is the number of iteration in the redispatch process, and
is chosen depending on the value that one wants for the

SSI, since the new value of the SSI may be approximated using

(11)

Observe that since , this particular
generation redispatch clearly results in an SSI improvement.
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Fig. 1. Rescheduling technique for a simple auction system.

Since the whole process is based on a linearization, one
cannot make large changes in generated power; otherwise,
this might have a large effect on the actual SSI value, which
changes nonlinearly as the parameters change, hence, the need
for an iterative process. The amount of generation chosen for
redispatch may be readjusted when determining the
actual value of using the full nonlinear system.

Only if there are no adequate generators available for redis-
patch is the load considered for curtailment. This approach is to
be expected when the load is inelastic, as these types of loads
require that the forecasted load be dispatched, given the high
“costs” of load curtailment. In the case of elastic demand asso-
ciated with demand-side bidding or loads with curtailment bids,
however, the load could be considered for rescheduling in the
same way as the generators, i.e., the load with the most negative
impact on the SSI, say , may be reduced by an amount that has
a “significant” impact on the SSI value, as per the following ap-
proximation:

(12)

When loads are rescheduled, the transaction level is af-
fected by the load reduction; thus, in this case

Furthermore, generator power bids must be reduced in this case
to compensate for the reduction in demand. This reduction of
excess power generation will depend on the particular market
rules. Here, we assume a reduction that considers the original
generator’s power bid, the amount to be rescheduled from pre-
vious iterations, as well as the transaction level; thus

This could be considered a reasonable and fair mechanism to
share the load curtailment; however, other mechanisms could
be readily implemented, such as distributing the load reduction
among the participating generators based on their SSI sensitiv-
ities.

C. Rescheduling Adjustment

The step changes in generation or load are readjusted by com-
puting the actual value of and comparing it to the ap-
proximated value computed using (11) or (12). If the difference
is greater than a chosen tolerance, the previous step and this one
are repeated with smaller changes in the supply and demand
until a desired tolerance is met. This step is required to account
for the system nonlinearities.

D. Rescheduling Cost

Based on the definitions of and , we will assume
that the security cost incurred by potential transactions will
not be distributed among these “must-run” generators and
“must-serve” loads, as their prices are determined by different
market mechanisms (e.g., must-run contracts and averaging
market prices in the Ontario market [26]). Under this as-
sumption, the rescheduling costs for the given iteration are
determined based on a transaction contribution factor (TCF),
as defined by

(13)

where stands for the bus number, and corresponds to the
value of the corresponding parameter, i.e., the value of or

. Only buses with negative impact on the SSI, i.e., buses

with , are considered in this computation;
buses with positive impact are given a zero TCF value. The pa-
rameter values are included in this “normalization” process
to account for the “size” of the corresponding transactions in the
security cost.

Observe that these TCFs can be readily adjusted to account
for the “base” generation or load and , by considering
the sensitivities and , which can be
readily computed using (6) and (10) in (13).
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The generation redispatch security cost of the th iteration
may be defined as

(14)

where is the generator chosen, as per Section III-B, with bid
. In the case of noncurtailable loads or inelastic loads, one

can assume that there is a cost associated with curtailing the load
(e.g., demand response incentives) that should be considered as
part of the cost of keeping the system secure; thus, one would
have, in this case, that

(15)

where is the “cost” of curtailing the load at the chosen bus
, which could be negotiated (e.g., bidding, contacts) or “im-

posed.”

E. Convergence Check and Final Rescheduling Adjustment

If the SSI requirements are met, i.e., if , then
the iterative process stops, say, at . At this point, the final
generator or load reschedules are adjusted based on (11) or (12),
respectively. Thus

or

F. Transaction Security Cost (TSC)

The final transaction levels and security cost for each node
are readily determined as follows:

• Generators:

(16)

• Loads:

IV. WEB-BASED DESIGN AND IMPLEMENTATION

A. Architecture

The web-based application is designed using the three-tier
client/server architecture, as shown in Fig. 2. The application

Fig. 2. Three-tier client/server architecture.

logic is separated from the GUI and the backend database, so
that changing any one of the layers can be done without the need
to change other layers. Java is chosen as the programming lan-
guage and software platform [31], so that the application can run
on any hardware and software platform, given the presence of
Java Virtual Machine (JVM); Java servlets are used for imple-
menting secure, protocol-independent, and platform-indepen-
dent server-side web-enabled computation modules; and Java
Data Base Connectivity (JDBC), which is cross-platform and
nondatabase product specific, is used for accessing and manip-
ulating the relational database.

The top layer is the presentation layer or GUI, which is lo-
cated on the client machine. Data are presented by a thin client
solution, using a web browser and the Hyper Text Mark-up Lan-
guage (HTML) standard file format. The parameters of the ap-
plication are controlled by the client side using HTML forms.
The user sets the parameters and then activates the process on
the server side via the network. What the client sees is an ab-
stract operation request that involves certain input and output
parameters. Since web browsers are available for almost all plat-
forms, using them as GUI eliminates the need for designing dif-
ferent application interfaces across different platforms and also
allows to adequately present the application to the user without
too much coding effort.

The middle layer is the application server, which implements
the application logic to process data requests. An Hyper Text
Transfer Protocol (HTTP) web server is running on the machine
to receive HTTP request from clients and send HTTP response
back to clients. A servlet container and servlet API must be in-
stalled to allow the servlets to run. JDBC API and a JDBC driver
associated with the database should be installed to communicate
with Data Base Management System (DBMS) using SQL query
language statements. The main control logic is encapsulated on
the server side through Java servlets, which represent different
modules of the application. Using modular design enables mod-
ifications and enhanced features to be added easily to the system
to properly respond to specific user requirements.

The backend layer is the database server, which uses a typ-
ical relational database that stores and manipulates the data at
the backend. The connectivity to the database from the middle
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layer is facilitated through the JDBC drivers; this allows the ap-
plication logic to be written with little dependency on the type
of database use.

The way the system works is as follows: The user fills in a
HTML form and clicks the Submit button, which posts the re-
quest to a Java servlet. The servlet reads the input parameters
and performs the business logic and at the same time uses JDBC
to communicate with a database to obtain necessary data; a re-
sponse is then generated and given back to the client for display,
depending on the user inputs.

B. Implementation

The prototype of the web-based application was implemented
on Sun machines, using the Sun Solaris 2.8 operating system. A
Sun Enterprise 450 machine is used in the middle tier for hosting
the application server and web server, whereas a Sun Ultra 10
machine is used in the backend tier for hosting the database
server. The client can be any machine that has a web browser
installed with access to the Internet. The prototype was tested
using a PC running Windows 2000 with either Internet Explorer
or Netscape browser as a client.

In the middle tier, an Apache HTTP Server 1.3 is installed as
the web server. Java Web Services Developer Pack 1-0-01 is in-
stalled for the support of the Java Servlet API. Java JDK-1.3.1 is
installed as the Java runtime environment. MySQL Connector/J
2.0.14 is used as the JDBC Driver to access MySQL relational
database. MySQL 3.23.52 resides on the backend tier.

Five major modules, implemented as five servlets, run on the
application server.

1) basecon: Receives base system conditions from the
client and calculates the base power flow.

2) bidMatching: Receives supply and demand bids from
the client and performs a high–low bid matching.

3) SSI: Calculates SSI using the method described in Sec-
tion II-A.

4) impact: Computes the impact of potential transactions
on the SSI using the method described in Section II-B.

5) rescheduling: Analyzes security costs by means of the
rescheduling technique described in Section III.

The pseudocode of servlets basecon and SSI are shown in Figs. 3
and 4 for illustration purposes.

UWPFLOW provides the computing engine for power flow
and loading margin calculations [30]. It is a well-tested legacy
software package that can be called by the Java servlets. Thus,
the engine used for SSI calculations can be readily changed
to any other package designed for these purposes. Thus, this
package is encapsulated in servlets basecon, SSI, impact, and
rescheduling, using Java Runtime.exec, which creates a native
process and returns an instance of a subclass of Process that can
be used to control the process and obtain information about it,
as shown in Figs. 3 and 4.

A database interface is included in each module to retrieve
and update information from the database. Its main logic is il-
lustrated in Fig. 5.

Fig. 3. Pseudocode of basecon servlet.

Fig. 4. Pseudocode of SSI servlet.

C. Results

The first input GUI of the application is depicted in Fig. 6.
Figs. 7–9 depict the results for a six-bus test system, and Fig. 10
shows the results for a 129-bus system. A detailed explanation
of the test systems and the results presented here can be found
in [1] and [12]–[14]. The loading margin results for the six-bus
system under normal system condition, and most critical contin-
gencies are shown in Fig. 7. The most critical contingency, i.e.,
Line 2 to 4 outage, determines the SSI value as 0.8496. Since it
is less than 1, transactions are not feasible, and a security cost
occurs. The generation impact and load impact at initial point
are shown in Fig. 8; generator 1 has the most positive impact,
and generator 2 has the negative impact. When rescheduling
strategy is used to facilitate potential transactions, the results are
shown in Fig. 9; generator 1 is chosen as the constrained-on gen-
erator and generator 2 as the constrained-off generator, based
on the impact at each iteration. The rescheduling results for
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Fig. 5. Database interface.

Fig. 6. Part of the input GUI.

the 129-bus system are shown in Fig. 10. Generator 12, 6, and
8 are chosen as the constrained-on generators at different it-
erations, while generator 13 is the constrained-off generator.
After rescheduling a 60.44-MW generation, the potential trans-
actions become feasible. The latest version of the application
and the data for the six-bus test system can be accessed at the
website http://www.power.uwaterloo.ca under the “downloads”
menu (TSC analysis).

V. CONCLUSION

A novel design for a web-based security cost analysis system,
based on the three-tier client/server paradigm, is presented with
the prototype implemented using up-to-date web technologies.

Fig. 7. SSI results for six-bus test system.

Fig. 8. SSI sensitivity at initial point for six-bus system.

Fig. 9. Rescheduling results for six-bus system.

The underlying security cost analysis is based on an SSI and
its sensitivities with respect to the power transactions, using
a legacy continuation power flow program as the computation
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Fig. 10. Rescheduling results for 129-bus system.

engine. Test results of six-bus test system and 129-bus system
examples show the feasibility and simplicity of the proposed
web-based security cost analysis implementation.

Using the modularized design, new functions, such as tran-
sient stability limits computation, could be easily added later
on. The current web-based prototype could also be improved
by increasing computation speed (e.g., by using more powerful
hardware necessary for handling the anticipated level of user
requests). The data security of the system can be enhanced by
using the secure HTTPS protocol while keeping the rest of the
software architecture essentially the same.
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